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1. You will receive an “Encrypted Email Message” from NoReply-TelehealthPacMed@pacmed.org. Click the
secure mail hyperlink in the encrypted email.
a. Please check your junk mail if you do not see the secure email message in your inbox.

#SECURE# Virtual Visit with your provider =~ nbox x & &
NoReply-TelehealthPacMed <noreply-telehealthpacmed @pacmed.org> @ 2:26 PM (0 minutes ago)  T¢
tome »

Encrypted Email Message

Encrypted email notification from Pacific Medical Centers
Encrypted email message from "NoReply-TelehealthPacMed™ (noreply-telehealthpacmed @pacmed.org)

@pacmed org) has sentyou an encrypted message. Before you can receive and view this email youwill need fo
register with a 8 character password at

hitps Jsecuremail? pacmed orgfreqisterf004UF sdGVIXT Ny Binugil CViCdaED-uwnMEvGwaHKISAE 4000 QB x4 A

After you have completed the registration, you will be able to view any future encrypted emails using the same password that this sender
or other senders from the same organization might send you in the future

“Please note thal most standard email does not provide a secure means of communication. There is some risk that any protected health
information contained in email may be disclosed to, or intercepted by, unauthorized third parties. Use of more secure communications,
such as phone is an always an alternative that is available to you. By creating a password, | understand and am willing o accept the risks
immolved with unsecure email communication of my protecied health information ™

This email and any files transmitted with & are confidential and intended soiely for the use of the individual or ently to whom they are
addressed. This message contains confidential Information and Is intended only for the indiidual named. if you are not the named
addressee you shouid not disseminate, distnbute or copy this email Piéase notily the sender immedialely ¥ you have réceived this email
by mistake and deiele this emall from your syslem. 1f you sre not the intended recipient you are notified that disclosing, copying,
cistnbuting Or taking any action in refiance on the contemts of this information is strictly prohibied

2. After clicking the secure email link, you will see the Sophos SPX Secure Email Portal.
a. Setyour password following the password requirements
b. Set password recovery questions and answers.
c. Click Register.
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Set your password below (o access secura emails you have been sent.

Einiail Address: @amail.com Password Requirements:

p. " © Passwords rmust be 9-32 characters in length
asswort: © Passwords must be alphanumeric

Confirm password: © Al least one special character HS%EE™ is required

| © Passwords must malch
—Password Reset Recovery:

Pasgword questions and answers must be unique. Answers must contain at least 2 characters.

Question 1: Please choose a question ¥

Answer:

Question 2: Please choose a question ¥

Answer:

Cuestion 3: Flease choose a question v

Answer:

| Register
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3. You will receive a Registration Success email.

e N |

You have succes: Hl]“y' registensd your password,

Success!

You will receie your encrypted message shorthe

MNow that you are registered, use your password 10 open all
encriypted messages from this sender.

You can now close this window,

4. You will receive an email with encrypted attachment and password reset links.
#SECURE# Virtual Visit with your provider = 1o x & B

MNoReply-TelehealthPacMed <noreply-telehealthpecmed @pacmed org= & 2:26 PM (O minutes ago) Yy 4= :

tome «
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Encrypted Email age

Encrypted email notification from Pacific Medical Centers
Encrypted email from " PacMed” (noreply-telehealthpacmed@pacmed.org)

This email contains a message that has been sent as an encrypted PDF document in order to ensure the secure delivery of its contents.

Open the encrypted PDF attachment to view your secure message.

To access this message, you should open the attached PDF using Adobe Acrobat Reader version 7.0 or higher. In order 1o view its contents,
you must enter the password that will be communicated to you by the sender of this message.

If you have any problems viewing the encrypted message or do not know your password, please contact the sender of the message.

Note that Adcbe Asrobat may restrict access o certain aftachment fypes. If 1his is the case, you will nesd to inform the Griginal sender and make sitermative

amangements

IF you've forpotten your BASSWONH. yOU C87 reset of recover it heve.

Note: if your mail program does nof support active finks, reset or recover your password by copying and pasting the text beiow info your infemet browser:

AGVKX1 40NKE e I SO e B0 BAT AR e Sl T pouiPETE CEFEXNPasdOasidamMRnigals tdHET 1 m

hiina iseeyramail? gaesed org/pors

Click Pare 1o change your password

Note. if your mail program Soas nol sUppor Befive inks, change your PSEEwErd by £opying B paEing the tax! balow inte your intemat

JanNDmHY 8-uEnD4 151 uQmdosn RIzXQPe IRy X Cla2aMZGeT 26 TIuhLQCe!

e orpiRons kX1 RsvwYHaiD:

Thiz email and any fies transmitted with it 8 Gelential and infencied soiely for the use of the indvigal or entity b whom they are adoressed. This message coniaing

individual named. I you are not the named sddreszes you should

your gystem. If you are no

u have received tiz oy mistake and ceh

thiz information i sticky prohibted

A Encrypted attachment warning - Be careful with this attachment. This message contains 1 encrypted attachment that can't
be scanned for malicious content. Avoid downloading it unless you know the sender and are confident that this email is
legitimate.

o] 2020-0813.. g
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5. Place your cursor over the PDF at the end of the email and click on the down arrow B3 6 download the
PDF.

A Encrypted attachment warning - Be careful with this attachment. This message contains 1 encrypted attachment that can't be
scanned for malicious content. Avoid downloading it unless you know the sender and are confident that this email is legitimate.

= _2020-04-13-
212949.pdf

4

6. Enter your password to open the secure message.

Password required

This document is password protected. Please enter a password.

Submit

7. If you forgot your password, use these links for Forgot Password and Password Reset in the email

If you've forgotten your password, you can reset or recover it here.

Nete: if your mail program does not support scfive finke, rezet or recover your paseword by copping and pasting the fext below info pour intemset broweer

ht

ps.’securemail?. pacmed. org/portal'U2FsdGWIc 1 i40Xk-BwSUg2 Plw] QuxmSbOhhkG0-BdT An Bxg SwhiT ppuiP 8T EQSTZF X NPgalQaBilddwmid RnlgeletdHtZ 1 m5!

Click here to change your password.

Nete: if your mail program does not support scfive finke, change your pazsword by copying and pasting the fext below into your intemet browser

=)
2
I

{'securemail2 pacmed.org/porslUZFedGWEkX 1 RevwHalOwEDZEd JonMDmHYt §-uEnCd418tRS0pAmyflulmicanRzXAPpJHdyX Cio2gMZGeT 2o TiuhL OfCel

a. Forgot password portal

Forgot your password?

To resat o recower your password...

‘erify thal the email address below is vours, click 'Send password question), and follow the instructions
Email Address: @amail.com

Send password question(s)
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b. Password reset portal

Email Portal

Answer the password question(s) 10 reset or recover your password.

Email Address: @gmail.oom

Question: ¥ihal was your childhood nickname?

Answeer:

Ouestion: What is the name afyour favorite childhood friend?
Answer:

Cuestion: What is your oldest sibling’s middle name?
Answer:

* Reset my password
Creale a new password o replace a forgotten password. This will not allow you to access previously recebed
secure mall thatwas encrypted with old passwords,
ReCover my password

Retrieve your fargotlen passward. This will give you access 1o all prévioushy received secured mail thal was
encrypled with this passward

Submit |




